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Meltdown #1 Spectre (EfiZ=2®E )
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ELREEIAS —EEANEE. NREFRCHNEEIARELRIR , BAUSHERE
BERMRE CPU cache iy , MAM A RECEEREIA —BERETHE,

Meltdown HYREEEFIA CPU HI#RZENZ2IFE , BEEERE IUFIEMLERRE
E K MAZREAERTE. BN ZE BB (address space isolation)F {8 A % & #
(paravirtualized) ¥ B8 R 25 P fiE I M9 Z £ 32 &8 ( security model) , Meltdown 1 7] 228 8 L&
Efl. HRERATRR , BE MR A Meltdown RIEEZFRMBANERKE
B, ERNEREXETRMNENBEREERKEE,
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Meltdown H Spectre v1 E B E# patch AJ £t & ( Microsoft Winidows, Apple macOS
and Linux). {ELEEEE R Spectre v2 BIZEEHFI B EMH KA. Intel 1 ARM EEHE
FAHTE, EiwL T AWS, Google 1 Microsoft th A th{fI &Y & it {7 R 2548 5838 ™ Bl %
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Spectre (security vulnerability) - Wikipedia
https://en.wikipedia.org/wiki/Spectre_(security_vulnerability)

Meltdown (security vulnerability) - Wikipedia
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REZRAFBARMERE., ENUFAEMRA NS XN FEARBFLBER(H#REFEB
BEARTLS HEMS , FEBMNBERE ) , KM REMR,

—. LINE fEF# lightweight handshake % (protocol)

ATREFHEAN LINE ARFNEEZS  LINE FABEEFHE , WETHERSMNER
HOBHNGEEMSRER , LUEMREHN T EEEMRER, E¥ What's App EFAEEH LINE
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DHEEFW—EEERR , ABAIFREA LINE WL EEEEMERE EEER What's App.  TEfE
AEKLHRFEMAESL , hR Secure messenger R 7T E LR £ MARE |, hEEEMN —ERE,

FRERER2ER T ERMN LINE [ARES , LINE £ #5845 E th4R 288 (ECC key pairs).
FASBTFTE LINE fAIARES , HAEM MR RITFTE LINE AF RN, 0-RTT (zero round-trip time)
DIERRRAAFREERERMMTHAEECDH €48 , FTUTHESE —REHNERE, ETX
=RRB[NAFERBAL (BAEF") , UBLHLEM S #(transport key), ARINE B EH
&8

A F i Hello
1. ERYBI—IXM ECDH £#8%¥ M 16 TR A F nonce. (nonce RARRBEFERF
TEREBEE=FZMT ARFAFENEF , AREBEA , @A nonce B —IRMHIFE
B )

(C_initpublic, C_initprivate) = ECDH generate()
Chonce = randomsecure()

2. EAERNEHSEBMIABE, HKDF (hash-based key derivation function) =2 f 3R &
474, HKDF ex =& extract ( ZH , BIE£EB/H output ) » HKDF exp & expand

(K)o

lenyey =16

leny = 16

sharedemp = ECDH(C_initprivate, Static pubiic)

MS temp = HKDFex(C pubiic || € nonce, Shared temp)

keyiVv temp = HKDFexp(MS temp, “legy temp key”, len ey + len i)
IV temp = K€YIV temp[16:31]



3. EFAAFI#K ECDH 8%
(C public, C private) = ECDH generate()
4. H key temp M iv temp bu&ﬂ‘g:{ C public bl app data

data enc — ENC (key temp, |V temp, C public” app data)

5. ﬁE£1@ EMﬁ HE%E[Stat'C key version C public, C nonce, C_|n|t public, data enc] [ StatIC key version IEEEI
TEARREANAFRAE RN EBER , FTAEREEBNRE. (FEE : LINE &

Whitepaper 2* T 1l c_init puiic

Al AR =% Hello
1. FAMRERImAVERRE ECDH R M AP mAE - AREHTRERTRNDNKEE

shared temp = ECDH(static private, C_iNit pubiic)

MStemp = HKDF ex(Cpubiic||Cnonce, Shared temp)

keyiv temp = HKDFexp(MSiemp, “legy temp key”, len eyt leny)
Key temp = KeYiV temp [0:15]

iV temp = K€YV temp[16:31]

2. FAkey emp BBE , WK C puvic
3. EXE—H—-RHE|WE M 16 (LT RARET nonce

(S private; S public) = ECDH generate()
S nonce = fandom secure()

4. B H forward-secure(FS) EHii& A IV

len ey = 16

len i = 16

shared rs = ECDH(S private, C public)

MS £s = HKDFex(S nonce || C nonce, Shared rs)

keyiv rs = HKDFexp (MS s, “legy temp key”, len ey + len i)
keyes = keyives[0:15]

iV rs = keyives[16:31]



5. EH handshake state, 3 R fRESE# RE X EAB N L #HE

State = SHA256(C public” C nonce ”S public ” S nonce)
State sign = ECDSA sign (State, S|gn pri\/ate)

6. F key rs M iv rs 0% app data

Data enc = ENC(Key s, iV rs, app data)

7. EERA PR

[S public, S nonce, state sign data enc]

P F i B B PR ER
1. ®E handshake #ERE—H ,
valid = ECDSA \eriy(state sign, SIgN pubiic)
2. B keyrs Mives

MS ks = HKDF ex(C nonce || S nonce, Shared gs)

keyiv rs = HKDF &xp(MS gs, “legy fs key”, len ey + len i)
key rs = keyives[0:15]

IV rs = keyives[16:31]

3. Fkeyrs M iv es tNEEZEH application data

EFEFTHR , AEANAR:RE AR forward-secure ¥ & key rs.

=. LINE 9B BN R 22 0 4

LINE —$f—ABINZ D #

LINE #RRPIAEAERMER MBI MERS  WE Letter Sealing.

AFE i —BIRELESE —H Letter Sealing ECDH €48 , BHJE A F iR,



I EELEE LINE RIBRER, T E S LINE RREFED — @ — 1 SBRB,

-8 —EIEAR
BAEBEARH

Shared Secret
= ECDH curve25519 (key userl-private key user2—public)
= ECDH curvezssi9 (key user2-private key userl—public)

FIF Shared Secret, T4 H AREALIMNEZER Key encypt H IV

Key encrypt = SHA256(Shared Secret || salt || “Key”)
IV ore = SHA256(Shared Secret || salt || “IV”)
IV encrypt = 1V pre[0:15] @ IV pre [16:31]

Fi 256 fi7T AES-CBC ME#ZMALAEX C
C = AESCBC(KEY enerypt, IV encypts M)

RTEFAABRRBUATEER , EHEE MAC

MAC pain = SHA256(C)
MAC ene = AESECB(KEY enarypt, MAC piain[0:15]@®MAC piain[16:31])

[ version, content type, salt, C, MAC enc, sender key ID, recipient key ID ]

WEFEWEI® , FIA Shared Secret, Key encrypt(FIA L sender AN AXE HK), IV AT LA
o BEH MAC , IR M sender R MAC ¥1&, LINE BB THABRAN. MRFE

RRTZASER TR, BT FERHRIERAF,
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ERERLMBRHFANLR, HEEBERAZHATELR :



7 LINE B#HEWXE  SEAFEANZKEA (IRBEE—EASGRHANA ) EE—IEHZNEH
# &% Sharedkeygroup , R , HFEHECRE WS RIS LA ZTHNHETER,

RE—H MM , HEELEESE Sharedkeygroup , MER—H—HFR , AREHER
RREBA R — TR INEZ F AR

ERIEIE Sharedkeygroup IR £ MIXFIBFEHERE , EEWT :

B, RREHTRENLR , BFIRR , Bob. (Alice RIXFAEHE)
KEY for-bob = ECDH cuver25519 (KEY alice-private KEY bob—public)
£ Sharedkeygroup

FA KEY for-o0 INZ & MFE messaging server.

E Bob EAFAEEF , Bob [a server  Encrypted(KEY for-bop, Sharedkeygroup )

1% Bob AJLLAIEIE KEY for-bobmﬂﬂ@u‘ ) miE Sharedkeygroup
KEY for-bob = ECDH cuver25519 (KEY bob-private KEY alice-public)

EREABSERY (HMASEER ) i, ¥ Sharedkeygroup EEFELE, UBRRBFEHAERT
REB MR EE R A RIAR.

LAESREA |, 203 4E sender E R B HE © K & Sharedkeygroup

Bob 2% Sharedkeygroup % , #EZFE local cache, FTLALLE R B[ server B,

Shared Secert goup = ECDH cunvezssio(SharedKey group, K€Y sender-pubiic)
Key encrypt = SHA256(Shared Secret goup || Salt || “Key”)

IV pre = SHA256(Shared Secret goup || Salt || “1V”)

IVencrypt = 1Vpre[0:15] @ IV pre[16:31]

MIEE , 1 KEY torbob VB E R R IR ECDH (58] i £78 JE- Hi I S £ 88 332, Elliptic-curve_Diffie—

Hellman)



Shared Secret
= ECDH curv925519( KEY userl-private KEY user2—pub|ic)
= ECDH curv925519( KEY user2-private KEY userl—public)

LINE SRR RS RNE  AFERAEEAEBEBRALEN , IREXESHASBEN L 1,
HEER LINE REFMAAFENLBRZLREFHERENMY  REAFRELEET S
FAFR  RtAFBENEF , Biw LEEW LINE ARHE TA@BERNER, WhatsApp AT
R BB R INBR S EMBEX R SR/ LINE WEEERER T ML, ARERMEHELETE
BBy 3P 51 2K RE Y BB 45 1 22 1B SE R AR A B BREY AT 52
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[1] LINE Encryptino Overview (Technical Whitepaper) ver. 1.0, September, 2016
https://scdn.line-apps.com/stf/linecorp/en/csr/line-encryption-whitepaper-verl.0.pdf
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